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How to protect yourself online 
When notorious robber Willie 
Sutton was asked why he robbed 
banks, he was said to have replied, 
“Because that’s where the money 
is.” These days, robbers go online to 
try to access other people’s money, 
including the money in your New York 
State Deferred Compensation Plan 
account. 

Earlier this year, the United States 
Department of Labor announced 
new cybersecurity guidance for 
retirement plans. You can rest assured 
that the NYSDCP meets or exceeds 
each of the best practices in the 
DOL guidance; however, you have 
a role in protecting your retirement 
savings and other assets, too. 
Fortunately, that role is made easier 
when you follow common-sense tips, 
outlined on Page 2.

To strengthen the security of your NYSDCP account:

Set up online access 
before a cybercrook does 

it for you

Make sure your User 
Profile has your personal 

email address

Activate Account Lock for 
your NYSDCP online account 

by calling the HELPLINE

Give your personal 
email account a strong 

password

Story continues on Page 2.



How to protect yourself online (continued)

• Look carefully at emails 

 –   Phishing emails often have poor 
spelling, wrong phone numbers or 
bad links

 –   Do not download attachments or 
click links from unknown senders

 –   If in doubt, delete the email

• Use strong passwords

 –   Mix uppercase and lowercase letters, 
numerals and special characters

 –   Use unique passwords for each 
online site you use, if possible

 –   Hide passwords so they cannot be 
copied or misused by others

 –   Change passwords regularly

• Use your personal email address, not 
your work email address, with your 
NYSDCP account

• Install updates on your computer, 
devices and apps regularly

 –   Updates often contain 
enhancements to online security

• Avoid installing financial applications 
found on open forums

 – Use the app store link from financial 
institution websites

• Monitor financial accounts at least 
once a month for unwanted activity

 –     Review and update contact 
information regularly

 –   Set up email or text alerts when funds 
are removed from your account

 –   Contact the institution immediately 
if you suspect fraudulent activity

Retired and at least age 72? 
Don’t forget your RMD.
If you are age 72 or older, no longer working and have not 
satisfied an annual Required Minimum Distribution (RMD) by 
December 31 of each year, the IRS can impose a tax penalty.

• If you are not set up to have an annual RMD, or if you 
receive a periodic payout that will not entirely satisfy your 
RMD amount by the end of this year, a supplemental RMD 
will automatically process in early November 2021. 

Important notes: 
• The supplemental RMD will be only the amount needed 

to meet your total annual RMD. 

• The supplemental RMD will have a default federal 
withholding amount of 10%. 

• The RMD will be sent as a check to your address of record, 
even if you currently have a periodic payout that is set up in 
a different manner. 

• For those with no other periodic payouts on file, the 
supplemental RMD processed in November 2021 will run in 
subsequent years on the same day and in the same manner, 
unless other instructions are received. 

To obtain your 2021 RMD amount, log in to your account 
at nysdcp.com or call the HELPLINE at 1-800-422-8463.

You can repay COVID-
related distributions
If you took a coronavirus-related distribution as authorized 
by the CARES Act, you can repay all or part of the amount 
of the distribution to your NYSDCP retirement account 
through a rollover into your account.

You must repay the distribution within 3 years after the 
date that the distribution was received so that you do not 
owe federal income tax on it.

We created a special Coronavirus-Related 
Distribution Rollover Form for this purpose.

Download it from the “Forms and publications” 
section of our website or call the HELPLINE 

at 1-800-422-8463 to request the form.

Account Executives and Plan representatives cannot offer investment, legal or tax advice. Contact your own advisor for these services.
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RETIREE CORNER

Retirees often face 
greater risks from fraud 
But you can protect yourself by staying vigilant
Older adults lose an estimated 
$3 billion each year to financial 
scams, according to the National 
Council on Aging. Protect yourself 
by learning how to identify and stop 
the top 10 financial scams targeting 
seniors. Here are some tips:

• If an offer seems too good, it 
probably is.

• Read pop-up messages on your 
computer or phone carefully, 
especially when asked to click 
a link or download something. 
When in doubt, close the window.

• Government agencies (the IRS, 
Social Security Administration or 
Medicare) never call to request 
personal information or demand 
payment.

Remember, NYSDCP 
representatives will never call you 
to request personal information 
unless you’ve arranged for us to 
do so. If you are concerned about 
someone attempting to take a 
distribution from your account, 
activate the Account Lock feature. 
If you suspect someone is trying 
to access your retirement account, 
contact us right away. Call the 
HELPLINE at 1-800-422-8463. 

Learn more about how to protect yourself from 
fraud and scams by reading “Top 10 Financial Scams 
Targeting Seniors” on the National Council on Aging 
website, ncoa.org.

NYSDCP is committed to superior participant service
Getting assistance is easy. For account questions, you 
can often resolve your need within seconds just by 
going to nysdcp.com. There, you can find our newly 
enhanced Account Executive service area map and 
contact information, forms, and information on a variety 
of “how-to” topics.

Remember, if you are working remotely or are in a 
facility that doesn’t allow visitors, you can still talk to 
an Account Executive by calling AE Connect. Through 
AE Connect, you can work directly with an Account 
Executive to get help with important account questions 
you may have.

AE Connect offers:

• Availability 9 a.m. to 4:30 p.m. ET weekdays

• Account reviews

• Financial guidance

• Pre-retirement consultations

Also, if your Account Executive is away and you 
want to have an extended discussion about any 
aspect of Plan participation, call 1-844-867-8197.

If you want to conduct a transaction on your account, 
the HELPLINE is available by calling 1-800-422-8463.

Account Executives and Plan representatives cannot offer investment, legal or tax advice. Contact your own advisor for these services.
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A message for you from the Board
Dear Participants,

In reading this edition of the Quarterly newsletter, you might ask “Should we 
be scared?” In this and previous newsletters, we have stressed the importance 
of being vigilant and aware of cybersecurity issues and the potential for 
fraudulent activities. 

We have outlined many of the procedures and controls that the Plan maintains 
to keep accounts safe, and we’ve shared what you need to do to protect your 
Plan account and your other financial accounts. We take this subject very 
seriously, and you should, too. If something seems unusual, please call the 
HELPLINE or your Account Executive right away. 

Like locking the doors to your home, taking simple precautions should make 
you feel more comfortable and secure so that you can spend more time 
shaping your retirement plans.

If you have questions regarding your Plan account, do not hesitate to contact 
the HELPLINE or an Account Executive. They are there to help!

Diana Jones Ritter Blake G. Washington David J. Natoli

If something 
seems unusual, 
please call the 
HELPLINE or 
your Account 

Executive 
right away.

Welcome new participating employers
Town of Johnsburg

Town of Putnam

Queensbury UFSD

Brighton CSD

Town of Schroon

Brunswick CSD

Lansingburgh CSD

Candor CSD

Town of Livonia

New Lebanon CSD

Steuben County IDA

Bridgehampton UFSD

Rome City SD

Town of Stratford

Broome County Soil & 
Water Conservation District

Village of Hoosick Falls

Plattsburgh City SD

Town of Manlius

Lower-fee share class for T. Rowe Price Retirement 
Date Trusts effective November 16, 2021

T. Rowe Price Retirement Date Trusts Class E shares with a 
cost of 0.30% will be exchanged to the Class G shares with 
a cost of 0.29%. This reduction in fees is the result of Plan 
assets in those investments increasing.  

Participants will see an exchange with a new share number 
and “net asset value” equal to the value in the old share 
class. There are no costs associated with the exchange and 
the fund management and portfolio construction will also 
remain unchanged.

If you have questions, contact the HELPLINE or 
your local Account Executive at 1-800-422-8463.

This newsletter provides information that is intended to help participants understand what investment alternatives are available to them under the Plan. 
If you need investment, tax or legal advice, please ask your accountant or lawyer. While we are pleased to help keep you up to date on your retirement 
savings, nothing in this newsletter can change the terms of the Plan or any investment contract.

Participants in the New York State Deferred Compensation Plan will be charged administrative fees for the Plan Year beginning April 1, 2021, and ending 
March 31, 2022. Each participant account is charged a $20 annual fee, assessed in two $10 semiannual installments in April and October. In addition, an 
asset-based fee determined by the Board will be assessed to participants with a balance greater than $20,000. The asset-based fee will not be assessed on 
assets in excess of $200,000. The semiannual asset-based fee assessed in October 2021 is .01500%.

Each of the mutual funds offered by the Plan has fund expenses that are netted directly from the mutual fund’s daily price. These will vary based upon the 
investment fund selected.

Information provided by Account Executives is for educational purposes only and is not intended as investment advice. Neither the Administrative Service 
Agency nor any of its representatives offer investment, legal or tax advice. For such guidance, you should consult your own investment, legal or tax advisor.

Account Executives are registered representatives of Nationwide Investment Services Corporation (NISC), member FINRA, Columbus, Ohio.
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